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CYBER SECURITY POLICY
PURPOSE
The purpose of this policy is to outline the protocols and guidelines that govern cyber security measures for protection of BCS data and infrastructure. 

SCOPE
This policy is applicable to all BCS permanent contract employees, part-time employees, remote employees, contractors, volunteers, suppliers, interns, and/or any individuals with access to the company's electronic systems, information, software, and/or hardware.
CONFIDENTIAL DATA

All BCS employees are obliged to protect "confidential data" which include following:
· Unpublished financial information
· Data of customers/partners/vendors
· Patents, formulas or new technologies
· Customer lists (existing and prospective)
· Employees' passwords, assignments, and personal information.
· Company contracts and legal records.

PROTECTION OF PERSONAL AND COMPANY DEVICES
BCS employees are to keep both their personal and company-issued computer and cell phone secure, by taking following measures:
· Keep all devices password protected.
· [bookmark: _Hlk125489780]Choose and upgrade a complete antivirus software (Already installed antivirus software in your laptops and pcs shall not be disabled).
· Ensure they do not leave their devices exposed or unattended.
· Install security updates of browsers and systems monthly or as soon as updates are available.
· Log into company accounts and systems through secure and private networks only.
· Avoid accessing internal systems and accounts.

To reduce the likelihood of security breaches, BCS employees are also instructed to:
· Turn off their screens and lock their devices when leaving their desks.
· Report stolen or damaged equipment as soon as possible to IT Section.
· Change all account passwords at once when a device is stolen.
· Report a perceived threat or possible security weakness in company systems.
· Avoid accessing suspicious websites.


SAFETY OF EMAILS
To protect data theft, scams, and carry malicious software like worms and bugs, all BCS employees are to ensure following:
· Verify the legitimacy of each email, including the email address and sender name.
· Avoid opening suspicious emails, attachments, and clicking on links.
· Look for any significant grammatical errors.
· Avoid clickbait titles and links.
· Contact the IT department regarding any suspicious emails.

PASSWORD MANAGEMENT
To protect password leaks, BCS employees are advised to:
· Choose passwords with at least eight characters (including capital and lower-case letters, numbers and symbols) and avoid using birthdays, employee No. etc
· Remember passwords instead of writing them down. If employees need to write their passwords, they are obliged to keep the paper or digital document confidential and destroy it when their work is done.
· Change their passwords every two months.
TRANSFER OF DATA
To minimize the chances of data theft while transferring confidential data internally and/or externally, BCS all employees to:
· Refrain from transferring classified information to employees and outside parties.
· Only transfer confidential data over BCS networks.
· Obtain the necessary authorization from senior management.
· Verify the recipient of the information and ensure they have the appropriate security measures in place.
· Immediately alert the IT department regarding any breaches, malicious software, and/or scams.
ADDITIONAL MEASURES
IT Manager should:
· Install firewalls, anti-malware software and access authentication systems.
· Arrange for security training to all employees.
· Inform employees regularly about new scam emails or viruses and ways to combat them.
· Investigate security breaches thoroughly.
DISCIPLINARY ACTION
In case of security breaches to this policy, BCS employee shall face disciplinary action:
· First-time, unintentional, small-scale security breach: A verbal warning shall be issued and employee be trained on security.
· Intentional, repeated or large-scale breaches (which cause severe financial or other damage): Severe disciplinary action up to and including termination. 
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